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2 Mozné problémy so zariadenim Huawei HG8245W5 a ich
rieSenie
2.1 Zelany stav

Zariadenie Huawei HG8245W5 je funk¢né ak svietia LED kontrolky, ktoré su zelené (POWER a PON).
Kontrolky LAN 1-4, TEL1-2, USB, WLAN mdzu svietit’ alebo blikat’ v zavislosti na tom ¢i je pripojené
nejaké zariadenie a ¢i prave komunikuje.

Prva kontrolka zl'ava (POWER) indikuje, Ze je zariadenie zapnuté. Druha kontrolka (PON) indikuje, Ze
zariadenie je pripojené do optickej siete a uzivatel’ by mal byt’ schopny pripojit’ sa na internet.

Ak nesvieti (ani neblika) ziadna kontrolka, uzivatel’ by mal skontrolovat’ napdjanie a napdjacie tlacidlo.
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Obrazok 1 Zelany stav

2.2 Popis LED kontroliek a moznych problémov

Tabulka 1.
LED Popis Stav Popis stavu Moziné rieSenie
kontrolky problému
POWER | Kontrolka zapnutia Svieti Zaradenie je zapnuté
Nesvieti Zaradenie je vypnuté Skontrolujte tla¢idlo
napajania a napajaci
kabel.
PON Autentifikacna LED Vid’ tabul’ka 2
LOS LED spojenia Vid’ tabulka 2
LAN1-4 Kontrolka portov Stale svieti Pripojenie je v norméle
Blika Prebieha prenos dat
Nesvieti Pripojenie nie je Pripojte pocitaé k
zostavené jednému zo Styroch LAN
portov
TEL1-2 Kontrolka Svieti Zariadenie je pripravené
telefonneho na telefonne spojenie
spojenia Blika Prebieha telefénne
spojenie
Nesvieti Pripojenie nie je Pripojte telefon
zostavené k jednému z TEL portov
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usB Kontrolka USB Svieti Je pripojené USB
zariadenie ale neprebieha
prenos dat
Blika Prebieha prenos dat
Nesvieti Nie je pripojené
zariadenie do USB portu
WLAN Kontrolka WLAN Svieti Funkcia WLAN je
(Wi-Fi) zapnuta
Blika Prenasaju sa data
Nesvieti Funkcia WLAN je Kapitola Nastavenie Wi-
vypnuta Fi
WPS Kontrolka WPS Svieti Funkcia WPS je zapnuta
Blika Terminal Wi-Fi
pristupuje k systému
Nesvieti Funkcia WPS je vypnuta

Tabul’ka 2. Popis PON a LOD LED kontroliek

Stav LED Popis stavu
PON LOS
1 Nesvieti Nesvieti OLT zamedzilo pristupu ONT
2 | Bliké rychlo (dvakrat Nesvieti ONT nadvazuje spojenie s OLT
za sekundu)
3 Svieti Nesvieti Spojenie medzi ONT a OLT je nadviazané
4 Nesvieti Blika pomaly (jedenkrat | Nie je pripojené optické vlakno alebo nie je
za sekundu) neprijimany opticky signal
5| Blika rychlo (dvakrat | Blika rychlo (dvakrat za | OLT deteguje Ze zariadenie je neautorizované
za sekundu) sekundu)
6 | Blika rychlo (dvakrat | Blik& pomaly (jedenkrat Prijimany signal je mimo rozsah citlivosti
za sekundu) za sekundu) prijimaca

2.3 Nastavenie Wi-Fi

Ak na zariadeni nesvieti kontrolka WLAN pre bezdrotovu siet, uzivatel’ by mal skontrolovat’
nastavenie Wi-Fi siete vo webovom rozhrani zariadenia.

Po prihlaseni do webového rozhrania na IP adrese zariadenia 192.168.100.1, pomocou mena
,,root* a hesla, ktoré je napisané na zariadeni (toto meno a heslo je pévodné a malo by byt’ funkéné,
pokial’ ho uzivatel' nezmenil), v hlavnom hornom menu kliknite na zalozku WLAN. Po nacitani
stranky v 'avom menu vyberte moznost’ 2.4G/5G Basic Network Settings.

Pre zapnutie Wi-Fi treba zaskrtnit’ moznost’ Enable WLAN (Obr.2 , ¢islo 1). Uzivatel’ tu moze
zmenit' aj nazov siete Wi-Fi (Obr.2, ¢islo 2). Heslo ksieti Wi-Fi sa nachddza na stitku
umiestnenom na spodku zariadenia. V pripade zmeny hesla je potrebné prejst’ do kolonky WPA
PreSharedKey (Obr.2, ¢islo 3) atam vlozit nové heslo. Vedla tejto kolonky je moznost
schovat/zobrazit' heslo k Wi-fi
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&L, HG8245W5

HUAWEIL Status WAN LAN IPvé RUIEUN Security Forward Rules Network Application System Tools

2.4G Basic Network Settings WLAN = 2 4G Basic Network Setfings
2.4G Advanced Network Settings

5G Basic Network Settings On this page, you can set the basic parameters of 2.4 GHz wireless network(When the 2.4 GHz wireless nefwork is disabled,
. this page is blank).

5G Advanced Network Settings i, Caution

Automatic WiFi Shutdown 1. Wireless network services may be interrupted temporarily after you modify wireless network parameters.

2. ltis recommended that you use the WPA2 or WPA/WPA2 authentication mode for security purposes.

WiFi Coverage Management

Guest Wi-Fi ¥ Enable WLAN || 1.

New  Delete

S55ID Index S5ID Name SSID Status Number of Associated Devices  Broadcast SSID  Security Configuration

1 A24 Enabled 32 Enabled Configured
S8ID Configuration Details
ISSID Name: A_2.4 * (1-32 characters) | 2.
Enable SSID: <
Number of Associated
32 *(1-32)
Devices:
Broadcast SSID: r
Enable WMM i
Authentication Mode: WPA2 PreSharedKey v
Encryption Mode: AES ¥ [(TKIP&AES mode is recommended)
IWPA PreSharedkKey: ~ [sessssens #| Hide * (2-63 characters or 64 hexadecimal charactersj:l 3.
WPA Group Key Regeneration
N 3600 *(600-36400s)
Enable WPS:
WPS Mode: FBC v
PBC: Start WPS
Apply | Cancel

a2 Copyright @ Huawei Technologies Co., Ltd. 2009-2017. All rights reserved

Obréazok 2 Nastavenie Wi-Fi

2.4 Kontrola fyzického zapojenia

Pri kontrole fyzického zapojenia musi byt’ optické vlakno zapojené do zariadenia tak ako na Obr.
3. Pokial’ je takto zapojeny nie je potrebné ho vyberat. Kabel RJ-45, ktorym sa prepoji pocita¢
s HG8245WS5, musi byt’ zapojeny do jedného zo Styroch LAN portov, na zariadeni st Zltej farby
(Obr. 5, ¢&islo 1). Kabel RJ-11, ktorym sa prepoji telefonny pristroj a HG8245W5 sa pripaja do
jedného z dvoch TEL portov, na zariadeni su $edej farby (Obr. 5, ¢islo 2). VIavo sa potom
nachadza vstup pre pripojenie adaptéra (Obr. 5, ¢islo 3) a tlacidlo napajania (Obr. 5, &islo 4).

Na pravej strane sa tiez nachadza tlacidlo pre resetovanie zariadenia do vyrobnych nastaveni (Obr.
6, Cislo 1).
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Obrazok 3 Pripojenie optického vldkna do HG8245W5

Obrazok 5 Rozhrania HG8245W5
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Power ek

PON

Obrazok 6 Umiestnenie tlacidla Reset

2.5 Kontrola pripojenia

Funkénost’ fyzického pripojenia a linkovej vrstvy mozete skontrolovat’ vo webovom rozhrani
zariadenia. Po prihldseni kliknite na moznost’ Status v hornej ¢asti obrazovky a potom v menu na
lavej Casti obrazovky kliknite na WAN Information. Na Obr. 7 v oznacenej Casti vidiet' stav
pripojenia, Connected znamena ze pripojenie bolo uspesné a uzivatel’ ma pristup na internet. Po
kliknuti na pripojenie st vidiet' aj d’alSie informacie o pripojeni ako napr. IP adresy. Obr. 7
zobrazuje IPv6 pripojenie. Obr. 7a zobrazuje IPv4 pripojenie.

N, HG8245wW5

HUAWEI m WAN LAN IPv6 WLAN Security Forward Rules Network Application System Tools

WAN Information Status = WAN Information
VolP Information
WLAN Information On this page, you can query the connection and line status of the WAN port.

Home Network Information
IPv4 Information {Click any table cell for details)

Eth Port Information

o
e
e e
_ WAN Name Status IP Address VLAN/Priority Connect
5_TRO69_R_VID_851 Connected 10.34.0.179 851/6 Always On
WAN nformation
MAC Address: F0:63:F9:86:6D:F8
Paolicy: Use the specified value
Priority- 6
NAT: Dizable
IP Acquisition Mode: DHCP
IP Address/Subnet Mask: 10.34.0.179/255.255.255.192
Gateway: 10.34.0.129
DNS Servers: 213.151.208.161,213.151.208.162
Lease Time: 151200 5
Remain Lease: 127368 5
NTP Servers: 10.14.127.149,10.14.127.150

Time Zone Info:

SIP Servers:
213.151.223.0/25=10.34.0.129 85.237.225.0/25=10.34.0.129
Static Route:
§5.237.225.230/32-10.34.0.129
Vendor Info: dslforum.org
Online Duration (dd:hh:mm:ss): 04:15:40:12

IPvG Information (Click any table cell for details)
WAN Name Status Prefix IP Address VLAN/Priority Connect
1_IPTV_INTERNET_R_VID_837 Connected 2a01:c846:140:300::/56 fe80::f263:f0ff.fe86:6df4 83710 Always On

w Copyright @ 2019 Huawei Technologies Co., Ltd. All rights reserved.

Obréazok 7 Webové rozhranie zariadenia
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Logout
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HUAWEI Lin il WAN LAN IPv6 WLAN Security Forward Rules Network Application System Tools
WAN Information Status = WAN Information
On this page, you can query the connection and line status of the WAN port.
IPv4 Information {Click any table cell for details)

WAN Name Status IP Address VLAN/Priority Connect
1_INTERNET_R_VID_836 Connected 213.151.242.12 836/0 Always On
5_TRO69_R_VID_851 Connected 10.34.0.177 851/6 Always On
MAC Address: 44:00:4D:31:E4:89

Policy: DSCP to Phit mapping
Default Priority: 0

MAT: Enable

IP Acquisition Mode: DHCP

IP Address/Subnet Mask:

213.151.242 12/255 255 255 240

Gateway: 213.151.2421

DNS Servers: 213.151.233.250,213.151.233.251
Lease Time: 111600 s

Remain Lease: 110724 s

NTP Servers:

Time Zone Info:

SIP Servers:

Static Route:

Vendor Info:

Online Duration (dd:hh:mm:ss): 00:00:14:36

Obrazok 7a Webové rozhranie zariadenia

3 Advanced Customer Manual

3.1 IPv4

3.1.1 Static LAN DHCP

V hlavnom menu klikneme na zalozku LAN. Po naéitani strAnky sa ndm v 'avom menu zobrazia
moznosti s ktorych vyberieme ,,DHCP Static IP Configuration®. Pre vytvorenie nového zdznamu
klikneme na ,,New*. Do policka ,,MAC Address* napiseme fyzickti (MAC) adresu zariadenia, a do
policka ,,IP Address* napiSeme IP adresu ktort bude router pridelovat’ tomuto zariadeniu. Po
vyplneni policok klikneme na ,,Apply* pre uloZenie zdznamu. Pre vymazanie konkrétneho
zaznamu oznac¢ime zaznam zaskrtnutim kolonky pri zdzname a klikneme na ,,Delete”. Druhou
moznostou pre nastavenie statickej IP adresy je vybranim moZnosti ,,Satus* na hlavnej liste,
nasledne ,,User Device information®. Pri vybranom =zariadeni vyberte moznost ,,Network
application® a po nacitani stranky vyberte ,,Configure Reversed DHCP IP Adresses*®.
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&L, HG8245W5
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HUAWEI Status WAN EF.UN IPvé WLAN Security Forward Rules Network Application System Tools
LAN Host Configuration LAN = DHCF Static IF Configuration

DHCP Server Configuration

DHCP Static IP Configuration On this page, you can configure the reserved |P address that is assigned using DHCP for the specified MAC address.

New | Delete

MAC Address IP Address
MAC Address: (AABB:CC:DD:EEFF)
IP Address:

Apply | Cancel

Obrézok 8 Pridelenie statickej DHCP adresy

3.1.2 Portforwardinga DMZ

Port forwarding je aplik&cia (NAT), ktor4 presmeruje komunikaciu z internetu na dany port
zariadenia ONT na port Vami definovaného zariadenia v LAN (PC). Vyhodou Port forwarding je
moznost pripojit’ sa na PC v LAN z internetu. Oproti DMZ ma bezpecnostnt vyhodu v tom , Ze si
modzeme zvolit’ rozsah portov zariadenia v LAN, ktory chceme spristupnit’ do internetu a taktiez si
modzeme vybrat’ verejné IP adresy, ktoré sa budi moct’ pripojit’.

Demilitarizovana zona (DMZ) pracuje podobne ako port forwarding s tym rozdielom, Ze su zo
strany internetu pristupné vsetky porty vybraného zariadenia (PC) a pristup mé akékol'vek
zariadenie z internetu.

3.1.2.1 Portforwarding

V hlavnom hornom menu kliknite na zalozku ,,Forward Rules®. Po naditani stranky sa nam v
lavom menu zobrazia moznosti s ktorych vyberieme ,,Port Maping Configuration®. Na tejto
stranke mozete vytvarat' pravidla, ktoré buda uplatnené vo Firewale. Pre vytvorenie nového
pravidla kliknite na tlac¢idlo ,,New*. Ako mdzete vidiet' na Obr.9.
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LAN Address Configuration 1PvE = Port Mapping Configuration
DHCPv6 Static IP Configuration

Firewall Configuration On this page, you can set port mapping parameters to set up virtual servers on the LAN network and allow these servers to
access the Internet.
Port Mapping Configuration Mote: 1) The well-known ports for voice services cannot be in the range of the mapping poris.

2) The configured port mapping rule takes efiect only after the IPvG firewall conirol on packet forwarding is enabled.

IP Filter Configuration

New  Delete

Mapping Name WAN Name Internal Host External Host Enable
Type: User-defined '® Application
Application: Web Server (HTTF) v
Enable Port Mapping: rd
Mapping Name: HTTF_name |
WAN Name: 1_IPTV_INTERNET_R_ ¥
Internal Host: 2a01:c846:740:300:fc43:5101:715d:a346 LuboThinkpad v

External Source |P Address:

Frotocol: TCP v Fort number: 30 —80
Delete
Add
Apply  Cancel

Obrazok 9 Vytvorenie nového pravidla.

V otvorenom menu na vytvorenie nového pravidla Obr. 9: Vytvorenie nového pravidla. si najskor
vyberte typ nastavenia:

User-Defined — manualne vyplnenie poloziek v menu ,,Add*

Application — menu doplni porty danej aplikacie na zaklade vybraného protokolu (pozrite aj Obr.
10 . Vopred definovane aplikacie.).

Pri vol'be ,,User-Defined* pokra¢ujeme doplnenim ,,Internal Host* a ,,External Source IP Address*
do pola ,,Internal Host* zadame verejnt adresu zariadenia, ktoré chceme aby bolo dostupné z
internetu. A do pol'a ,,External Source IP Address* zaddme verejn( adresu zariadenia z ktorého sa
budeme pripajat’ na zariadenie ulozene v LAN sieti.

10
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Select... v

Domain Name Server (DNS)

FTP Server

IPSEC

Mail (FOP3)

Mail (SMTP)

PPTP

Real Player 8 Plus

Secure Shell Server (S3H)
Secure Web Server (HTTPS)
SHMP

SNMP Trap

Telnet Server

TFTP Server

TFTP

Web Server (HTTP)

Obréazok 10 Vopred definované aplikacie

3.1.22 DMz

V hlavnom hornom menu kliknite na zalozku Forward Rules. Po nacitani stranky sa ndm v l'avom
menu zobrazia moznosti s ktorych vyberieme ,,DMZ Configuration“. Pre vytvorenie nového
pravidla kliknite na tla¢idlo ,,New*.

A,  HG8245W5
HUAWE Status WAN LAN IPv6 WLAN Security Network Application System Tools

PCP Configuration Forward Rules = DMZ Configuration

DMZ Configuration

On this page, you can configure DMZ parameters. The DMZ device restricts unreliable external connections from linking up to
the device. It is a buffer between a secure system and an insecure system. If the WAN port is not listed in the port mapping
Port Trigger Configuration table, the application requests from the WAN connection are forwarded to the DMZ device

Port Mapping Configuration

New  Delete

WAN Name Enable DMZ Host Address
Enable DMZ: i
WAN Name: 1_INTERNET_R_VID_836 v
Host Address: 182.168.100.2 *| LuboThinkpad v
Apply | Cancel

Obrazok 11 Vytvorenie novej DMZ
Enable DMZ — zapnutie/vypnutie DMZ pravidla
WAN Name — Meno pripojenia

Host Address — IP adresa zariadenia ktoré ma byt umiestnené v DMZ, je odpora¢ané zariadeniu
urcit’ statick adresu

11
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Pozn. Pokial’ je FTP server umiestneny v DMZ, tak pre jeho sprdvne fungovanie v tejto
konfiguracii je dolezité nastavit ¢islo portu na ktorom poc¢uva na iné ako 21. Porty 21, 80 a 443 su
pouzité na interné ucely v ONT takze servery v LAN ktoré¢ poskytuju sluzby FTP, HTTP alebo
HTTPS musia pre ucely DMZ bezat’ na inych portoch.

3.2 IPv6

3.2.1 Port Mapping Configuration

Pre IPv6 konfiguraciu v hlavnom hornom menu kliknite na IPv6 zélozku. Po nacitani stranky sa
ndm v 'avom menu zobrazia moznosti s ktorych vyberieme ,,Port Mapping Configuration®. Na
tejto stranke mozete vytvarat' pravidla, ktoré budu uplatnené v IPv6 Firewale. Pre vytvorenie
nového pravidla kliknite na tla¢idlo ,,New*. Ako mdzete vidiet' na Obr. 12..

&, HGs245W5
HUAWE! Status WAN LAN m WLAN Security Forward Rules Network Application System Tools

LAN Address Configuration IPvE = Port Mapping Configuration
DHCPv6 Static IP Configuration

Firewall Configuration On this page, you can set port mapping parameters to set up virtual servers on the LAN network and allow these servers fo
access the Internet.

Port Mapping Configuration Mote: 1) The well-known ports for voice services cannot be in the range of the mapping poris.

2) The configured port mapping rule takes effect only after the IPvE firewall control on packet forwarding is enabled.
IP Filter Configuration

New  Delete

Mapping Name WAN Name Internal Host External Host Enable

Obréazok 12 Nastavenie port mapping pravidla pre IPv6
V otvorenom menu na vytvorenie noveho pravidla Obr. 13 si najskor vyberte typ nastavenia:

User-Defined — manualne vyplnenie poloziek v menu ,,Add*

Application — menu doplni porty danej aplikacie na zaklade vybraného protokolu (pozrite aj Obr.
14: Vopred definovane aplikacie.).

Dalej doplnime ,,Internal Host* a ,,External Source IP Address* do pola ,,Internal Host* zaddme
verejnu IPv6 adresu zariadenia. V nasom pripade tam je IPv6 adresa zariadenia na ktorom je HTTP
server Do pola ,,External Source IP Address* zadame verejni adresu zariadenia s ktoré¢ho sa
budeme pripéjat’ na zariadenie uloZzené v LAN sieti. Ak ,,External Source IP Address* nevyplnite
zariadenie bude dostupné z celého internetu. Na Obr.13. Mdzeme vidiet’ vytvorenie pravidla pre
HTTP komunikaciu pomocou Type — Application z ktorej sme si vybrali HTTP. Stranka nam
automaticky doplni d’alSie potrebné nastavenia pre konkrétny HTTP protokol.

12
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LAN Address Configuration

DHCPv6 Static IP Configuration

Firewall Configuration

Port Mapping Configuration

IP Filter Configuration

1PvE = Port Mapping Configuration

On this page, you can set port mapping parameters to set up virtual servers on the LAN network and allow these servers to
access the Internet.
Mote: 1) The well-known ports for voice services cannot be in the range of the mapping poris.

2) The configured port mapping rule takes efiect only after the IPvG firewall conirol on packet forwarding is enabled.

New  Delete

Mapping Name WAN Name Internal Host External Host Enable
Type: User-defined '® Application
Application: Web Server (HTTF) v
Enable Port Mapping: T4}
Mapping Name: HTTF_name |
WAN Name: 1_IPTV_INTERNET_R_ ¥
Internal Host: 2a01:c846:740:300:fc43:5101:715d:a346 LuboThinkpad v
External Source |P Address: -
Frotocol: TCP v Fort number: 30 —80 r
Delete
Add
Apply  Cancel

Obrazok 13 Vytvorenie nového pravidla.

Select...

Domain Name Server (DNS)
FTP Server

IPSEC

Mail (POP3)

Mail (SMTP)

PPTP

Real Player 8 Plus

Secure Shell Server (SSH)
Secure Web Server (HTTPS)
SNMP

SNMP Trap

Telnet Server

TFTP Server

TFTP

Web Server (HTTP)

Obrézok 14 Vopred definovane aplikacie

Na poslednom obrazku moézZete vidiet’ vytvorené pravidlo, ktoré povol'uje HTTP komunikaciu na
zariadenie umiestnené v LAN sieti.

13
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LAN Address Configuration IPvE = Port Mapping Configuration
DHCPv6 Static IP Configuration

Firewall Configuration On this page, you can set port mapping parameters to set up virtual servers on the LAN network and allow these servers fo
access the Internet.
Port Mapping Configuration Mote: 1) The well-known ports for voice services cannot be in the range of the mapping poris.

2) The configured port mapping rule takes effect only after the IPvE firewall control on packet forwarding is enabled.
IP Filter Configuration

New  Delete

Mapping Name WAN Name Internal Host External Host Enable
HTTFP_name 1_IPTV_INTERNET_R_VID_837 2a01:c846:740:300:7c43:5101:715d:a346 - Enable

Obréazok 15 Vytvorené pravidlo

3.2.2 IPv6 Firewall Configuration

V hlavnom hornom menu kliknite na IPv6 zalozku. Po nacitani stranky sa ndm v 'avom menu
zobrazia moznosti, z ktorych vyberieme ,,Firewall Configuration”. Na tejto stranke mozete
kliknutim alebo odkliknutim vypnat a zapnut Ipv6 firewall, ako médzete vidiet na Obr.16.
Nastavenie firewalu potvrdite stlatenim tlacidla Apply. Firewall je v defaultnom nastaveni
zapnuty.

M,  HG8245W5

HUAWEI Status WAN LAN RIZUM WLAN Security Forward Rules Network Application System Tools

LAN Address Configuration IPvE = Firewall Configuration
DHCPv6 Static IP Configuration

Firewall Configuration On this page, you can set the enable status of the IPvE firewall control on packet forwarding. The configured port mapping rule
and IF filter rule take effect only after the IPvG firewall control on packet forwarding is enabled
Port Mapping Configuration

IP Filter Configuration

Enable the IPvE firewall control

on packet forwarding:

Apply | Cancel

Obréazok 16 Nastavenie IPv6 firewalu.

3.2.3 Filter Configuration

V hlavnom hornom menu kliknite na IPv6 zalozku. Po naditani stranky sa nam v 'avom menu
zobrazia moznosti Z ktorych vyberieme ,,IP Filter Configuration®. Na tejto stranke mozete vytvarat
filtrovacie pravidla, ktoré budd uplatnené v Ipv6 Firewale. Na stranke zakliknite ,,Enable IP Filter*
pre zapnutie IP filtra. Polozka Filter Mode oznacuje akym spdsobom budu uplatiiované pravidla,
Blacklist zakaze pristup zadanej adrese a Whitelist povoli pristup len zadanej adrese. Dalej na
vytvorenie nového pravidla kliknite na tlac¢idlo ,,New*. Ako mozete vidiet' na Obr. 17
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&,  HG8245W5

HUAWEI Status WAN LAN m WLAN Security Forward Rules Network Application System Tools

LAN Address Configuration IPvE = IP Filter Configuration
DHCPv6 Static IP Configuration

Firewall Configuration On this page, you can configure WAN-to-LAN filter to prohibit some WAN IP addresses from accessing LAN. The configured IP
filter rule takes effect only after IPvG firewall control is enabled on packet forwarding

Port Mapping Configuration

(L0 (R (SO Enable IP Filter. (Device forwarding performance will deteriorate if the [P filtering function is enabled.)

Filter Mode: Blacklist v

New  Delete

Rule name Protocol Direction LAN-Side IP Address WAN-Side IP Address

Obrazok 17 Vytvorenie filtrovacieho pravidla

Zadame nazov Filtrovacieho pravidla do pola ,,Rule name®. Toto pole je povinné. Dalej zadame
do pol'a ,,LAN-side IP Address“ adresu alebo rozsah adries, ktoré chceme v LAN sieti blokovat’.
A do pol'a ,,WAN-side IP Adress* zadame adresu alebo rozsah adries, ktoré budu blokované pre
zariadenia v LAN. Nastavenie filtra potvrdite stlacenim tlac¢idla ,,Apply*.

A,  HG8245W5

HUAWEI Status WAN LAN m WLAN Security Forward Rules Network Application System Tools

LAN Address Configuration IPvG = IP Filter Configuration

DHCPv6 Static IP Configuration

Firewall Configuration On this page, you can configure WAN-to-LAN filter to prohibit some WAN IP addresses from accessing LAN. The configured IP
filter rule takes effect only after IPvE firewall control is enabled on packet forwarding
Port Mapping Configuration

IP Filter Configuration

Enable IP Filter; #| (Device forwarding performance will deteriorate if the IP filtering funcfion is enabled.)
Filter Mode: Elacklist v
New  Delete
Rule name Protocol Direction LAN-Side IP Address WAN-Side IP Address
Rule name: test_name *
Protocol: All T
Direction: Bidirectional v
IP Mode IF Prefix v
LAMN-Side IP Address: 2a01:c846:140:300:fcd3:510/128 (IPvG addressin 0 = n = 128)
WAN-Side |P Address: i (IPvG addressin 0 = n = 128)
Apply | Cancel

Obrazok 18 Vytvorenie filtrovacieho pravidla
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3.24 PCP

V hlavnom hornom menu kliknite na zalozku ,,Forward Rules®“. Po nacitani stranky sa nam v
'avom menu zobrazia moznosti s ktorych vyberieme ,,PCP*.

Po kliknuti na ,,New* vytvorime nové pravidlo. V naSom priklade je vytvorené pravidlo pre HTTP
komunikaciu port 80. Pocitac, pre ktory je pravidlo vytvorené ma pridelena IPv4 adresu
192.168.100.6. Preto do pol'a,, Internal IPv4 Address* zaddme192.168.100.6. Do pol’a ,,Required
External IPv4 Address* mozete zadat adresu CGN, cez ktord chcete na ONT zariadenie
pristupovat’. Dalsie pole je ,,Required External Port“ cez ktorého chcete pristupovat na ONT
zariadenie. Tieto polia nie st povinné. Nevyplnené polia znamenaju, Ze pristup na nastaveny port
bude z celého internetu.

e

HUAWEI

Logout

HG8245W5

Status WAN LAN IPv6E WLAN Security BELCSWOLOIETE Network Application  System Tools

PCP Configuration Forward Rules = PCP Configuration

DMZ Configuration

Port Mapping Configuration On this page, you can set PCP mapping parameters.

Port Trigger Configuration
New Release

— Allow PCP
Internal IPv4 PCP Server Port

Configuration External

Mode Pz Port [OEEREL  (HiEeT Address Result Code Proposal
Address
[YiN]
= 00 = == Page Go
Internal IPv4 Address: 192.168.100.6
Internal Port: 80 *(1-65535)
Protocol: TCP v [
Required External IPv4 Address:
Required External Port: (0-65535)
Allow PCP Port Proposal: Yovp©
Apply  Cancel

Obréazok 19 Vytvorenie nového PCP pravidla

Internal IPv4 Address — IPv4 adresa ciel'a v LAN sieti

Internal port — port na ktory je posieland komunikacia

Protocol — komunikaény protokol TCP/UDP

Required External IPv4 Address — ziadana externa IPv4 adresa
Required External Port - ziadany externy port

Allow PCP Port Proposal — Y / N —> Yes/No

16
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Po uspesnom vyjednani parametrov ich uvidime v koldnkach ,,External IPv4 Address* a
,,External Port* blikat’ nacerveno.

A}, HG8245W5
>
HUAWEI Status WAN LAN IPv6 WLAN Security BEiglgBU1GEE Network Application  System Tools
PCP Configuration Forward Rules = PCP Configuration
DMZ Configuration
Port Mapping Configuration On this page, you can set PCP mapping parameters
Port Trigger Configuration
New Release
Allow PCP
Configuration External IPv4 Extermnal Internal Protocol Internal IPv4 PCP Server Port
Mode Address Port Port Address Result Code Proposal
[YIN]
Manual 178.143.43.11 1801 20 TCP 192.168.100.6 Success ki
<l < 4H| = || == Page Go

Obréazok 20 Vytvorenie nového PCP pravidla

3.25 Zmena prefixu

Orange Slovensko pridel'uje zakaznikom prefix /56 (prvych 56 bitov z l'avej strany). RozliSujeme
Staticky a Dynamicky prefix pre zédkaznika. V Statickom sa prefix /56 nemeni ani po reStarte

zariadenia ale pre Dynamicky sa po kazdom restarte, vyp./zap. zariadenia zmeni delegovany prefix
/56.

Defaultné nastavenie je, Ze k delegovanému prefixu /56, zariadenie automaticky doplini + 8 nul
(Subnet ID - 0). Vid’ na Obr. 21. Tento prefix /64 je prideleny pre zariadenia v LAN sieti.

I 56 I
|2301:c844:600: 00000000'00000000 ::/64
—

Subnet ID

Obréazok 21 Prefix

Zakaznik si m6Ze zmenit’ svoj prefix /64 v LAN tym, Ze zmeni Subnet ID. Alebo aktualna verzia
firmware umoznuje zmenu prefixu od /56 do /64.

3.25.1 Zmena Subnet ID

V zalozkach kliknite na zalozku IPv6 a v 'avom menu vyberte ,,LAN Address Configuration®. Na
tejto strdnke Obr.22. v sekcii ,,Interface Address Information* zmenime ,,Method of obtaning
prefixes z ,,WAN Agent” na ,,Static configuration. Objavi sa prideleny prefix od Orange
Slovensko, ktory budete menit’. V prefixe menite posledné dve hexadecimalne Cislice pred ::/64
v poli prefix (POZOR ! Mézete zadavat len od 0 po 255 ¢o je v hexadecimalne sustave 00 az FF).
Na Obr. 23. mézete vidiet zmenu Subnet ID na hodnotu 50.
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T
orange
A\, HG8245W5
S
HUAWEI Status WAN LAN m WLAN Security Forward Rules Network Application System Tools
LAN Address Configuration IPvE = LAN Address Configuration

DHCPv6 Static IP Configuration
Firewall Configuration On this page, you can set IPvi-related feaiure parameters.

Port Mapping Configuration
Interface Address Information
IP Filter Configuration
IPvG Address:

fed0:1
Methed of Obtaining Prefixes: | WAN agent v
Parent Prefix: v
Child Prefix Mask: G4 *(IPvE address/64)
MTU: 1472 *(1280-1500)
DNS Information
DNS Source on the LAN Side: | DNS agent A

Resource Allocation Information
Enable Route Advertisement: rd
Enable DHCPwE Server: rd
Resource Allocation Mode: Manual v

Address/Prefix Assignment
DHCPvE '® SLAAC
Mode:

Other Information Assignment
* DHCPvG SLAAC
Mode:

ULA information
ULA Mode: Dizabled v

Apply | Cancel

Obréazok 22 Pdvodné nastavenia

Nastavenia vykonané Vv LAN sieti si moZete skontrolovat na pripojenom PC.
Otvorenie prikazovom riadku ( win + r ), zadate cmd a nasledne v prikazovom riadku ipconfig.
Vysledok a zmenu nastaveni najdete v informéciach o interface, ktorym ste pripojeny do LAN
siete Obr. 24.. Adresy buda obsahovat’ vami zvoleny prefix. Tento prefix bude prideleny vsetkym
zariadeniam v LAN sieti.

Zmena SubnetlD je perzistentna a zostane platna aj po reStarte zariadenia resp. Vv pripade
Dynamického prefixu aj po prideleni nového /56 subnetu.
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A,  HG8245WS

HUAWEI Status WAN LAN m WLAN Security Forward Rules Network Application System Tools

LAN Address Configuration IPv6 = LAN Address Configuration

DHCPv6 Static IP Configuration
Firewall Configuration On this page, you can configure IPvE-related feature para

Port Mapping Configuration
~ Interface Address Information
IP Filter Configuration

IPv6 Address: fedn:1

Method of obtaining prefixes: Static configuration v

Frefix: 2a01:c346:17e:3400:/64 =64
Preferred period: 604300

Valid period 504300

MTU: 1472

DNS Information

DNS source on the LAN side DMNS agent v

Resource Allocation Information

Enable route advertisement: i
Enable DHCPvE server: rd
Resource allocation mode: Manual v

Address/Prefix Assignment

DHCPvG '® SLAAC
Mode:
Other Information Assignment

* DHCPvE SLAAC
Mode:

ULA information

ULA Mode Disabled v

Apply | Cancel

Obrazok 23 Zmena subnet ID

Obrazok 24 Kontrola subnet ID
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3.2.6 Pristup z WAN

Pokial’ v sekcii “Security” v lavom menu klikneme na “Device Access Control” a v ¢asti WAN
zaSkrtneme checkbox pre dany druh pripojenia, umoznime tym pripojenie daného typu na
zariadenie HGW-U z WAN pre vSetky IP.

Ak chceme umoznit’ pristup len pre dany rozsah IP adries, tak pod “Wan-side Source Address
Whitelist” klikneme na “new” a zadame rozsah adries, ktorym chceme umoznit’ pripojenie. Pre
aktivovanie nového Whitelist-u je potrebné mat’ zaskrtnuty checkbox “Enable the WAN-side
Source Address Whitelist” a po nastaveni rozsahu kliknut’ na “Apply”.

Defaultne je pristup z Wan umozneny len pre HTTP v sckcii “WAN Access Control
Configuration” pre rozsah OSK 2a01:¢840:0110:8003::/64. Tu mdzZeme pridat’ vlastny rozsah IP
adries, ktoré sa mozu pripojit’ a taktiez mdzeme zvolit’ sposob pripojenia zaskrtnutim prislusného
checkboxu a stla¢enim “Apply”.

N,  HG8245WS5

HUAWeEI Status WAN LAN IPv6 WLAN Forward Rules Network Application System Tools

Firewall Level Configuration Security = Device Access Control

IP Filter Configuration

MAC Filter Configuration On this page, you can enable or disable permissions to access the device.

WLAN MAC Filter Configuration

LAN Service

URL Filter Configuration

Enable the LAN-side PC to access the device using FTP:

Parental Control Configuration

Enable the LAN-side PC to access the device using HTTP: i
DoS Configuration

Enable the LAN-side PC to access the device using Telnet:

Device Access Control
Enable the LAN-side PC to access the device using SSH:

WAN Access Control Configuration
Wi-Fi Service

Enable devices on the Wi-Fi side to access web pages: i

Enable the PC on the Wi-Fi side to access the device using Telnet:

WAN Service
Enable the WAN-side PC to access the device using FTP:
Enable the WAN-side PC to access the device using HTTP:
Enable the WAN-side PC to access the device using Telnet:

Enable the WAN-side PC to access the device using SSH:

Apply | Cancel

WAN-Side Source Address Whitelist
Enable the WAN-side Source Address Whitelist: i

New  Delete

Source IP Address Whitelist
213.151.192.0/24
85.237.225.128/26
Source |P Address: 213.151.192.0/24 *(A.B.C.DIE)

Apply = Cancel

Obrézok 25 Nastavenie pristupu z WAN
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3.3 IPv4 and IPv6

3.3.1 MAC Filter

V hlavnom hornom menu kliknite na zalozku ,,Security“. Po nacitani stranky sa ndm v 'avom
menu zobrazia moznosti z ktorych vyberieme ,, WLAN MAC Filter Configuration® pre Wi-Fi a
»MAC Filter Configuration* pre Ethernet.

N,  HG8245WS5
HUAWE Status WAN LAN IPvé WLAN Forward Rules Network Application System Tools

Firewall Level Configuration Security = WLAN MAC Filter Configuration
IP Filter Configuration

MAC Filter Configuration On this page, you can configure MAC filter to prohibit some PCs from accessing the Internet

WLAN MAC Filter Configuration

URL Filter Configuration Enable WLAN MAC Filter: rd

Parental Control Configuration Filter Mode: Elacklist v
DoS Configuration New  Delete

Device Access Control SSID Index Source MAC Address

WAN Access Control Configuration

Obrazok 26 Vytvorenie nového filtrovacieho pravidla

Enable WLAN MAC Filter - zapiname alebo vypiname filter.

Filter Mode — Druh filtrovania
Whitelist — povol'uje pristup iba adresam v zozname
Blacklist — zakazuje pristup adresam zo zoznamu

Pre vytvorenie nového zdznamu klikneme na ,,New*

SSID Index — Nazov siete pre ktoru chceme pravidlo vytvorit’ (len pre Wi-Fi)

Source MAC Address — MAC adresa zariadenia na ktoré chceme aplikovat’ pravidlo

3.3.2 Smart Wi-Fi

Smart wifi je aplikacia, ktora umoznuje pripojit do LAN ONT viac ako jeden bezdrétovy pristupny bod
(Access point) a nasledne prepinat’ medzi nimi tak, aby sa PC alebo telefon vzdy pripojil na Access point
so silnejSim signalom respektive podl'a definovanych nastaveni.

TBD (Téato ¢ast’ manualu bude doplnena)
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3.3.3 Parental Control

V hlavnom menu kliknite na zalozku ,,Security“. Po nacitani stranky sa nam v l'avom menu zobrazia
moznosti z ktorych vyberieme ,,Parental Control Configuration®. V strede stranky sa zobrazia tri
moznosti: ,,Overview*, , Template“ a ,,Statistics*. Kliknite na moznost’ ,,Template”, potom na

(13

HINEew .

A,  HGs245Ws
e e Status WAN LAN IPv6 WLAN Forward Rules Network Application System Tools

Firewall Level Configuration Security = Parental Control Configuration

IP Filter Configuration

MAC Filter Configuration On this page, you can set Internet access restrictions to allow your kids to use the Internet safely without direct supervision
Parental control allows you to set the times when your kids can use the Internet and which websites they can access.
WLAN MAC Filter Configuration

URL Filter Configuration Overview | Template | Statistics Help
Parental Control Configuration

New  Delete
DoS Configuration

Template Whether Bound to a Device

Device Access Control

WAN Access Control Configuration Step 1: Specify the template name and validity period.
Template
Template Mazov_Template *
Template validation period
Template validation period
Start Date

Expiration Date

Next

Obrazok 27 Smart Wi-Fi Template

Do kolénky Template zadajte ndzov nového Template. Pokial’ chcete aby pravidlo platilo len po urcita
dobu zaskrtnite checkbox ,,Template validation period” a do poli¢ka ,,Start Date* zadajte odkedy a do
poli¢ka ,,Expiration Date“ dokedy ma dané pravidlo platit’. Kliknite na ,,Next“ a ndsledne na ,,new*. Tu si
mdzete vybrat’, ¢i bude pravidlo platit’ cely den alebo iba vo vybrané hodiny a taktiez dni, pocas ktorych
sa pravidlo bude pravidelne aplikovat’. Kliknite na ,,next* a nasledne na ,,new*. Ak chcete zakéazat’ nejaku
internetovu stranku (napr. www.facebook.com), zaskrtnite checkbox ,,Enable website filter a do policka
,URL Address* zadajte Vami vybranu stranku, na ktorti nechcete umoznit’ pristup. Kliknite na ,,Finish*
a nasledne na moznost’ ,,Overview*. Po kliknuti na ,,new* sa zobrazi nasledovna stranka.
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‘\jg HG8245W5
HUAWEI Status WAN LAN IPV6 WLAN Forward Rules Network Application System Tools

Firewall Level Configuration Security = Parental Control Configuration
IP Filter Configuration

MAC Filter Configuration On this page, you can set Internet access restrictions to allow your kids to use the Internet safely without direct supervision
Farental control allows you to set the times when your kids can use the Internet and which websites they can access.
WLAN MAC Filter Configuration

URL Filter Configuration

Cverview | Template | Statistics Help

Parental Control Configuration
Apply on all devices '*  Apply on specified devices

DoS Configuration
New  Delete
Device Access Control ) o o
Device Description Binding Templates

WAN Access Conirol Configuration S — S

Device

Specified Device 54:ee:75:45:71:2a LuboThinkpad 192 16{ v

Description

Device Description Pocitac1

Binding Templates

Template Mazov_Template v

Apply Cancel

Obréazok 28 Smart Wi-Fi Overview

Pokial' sa ma pravidlo vzt'ahovat’ na vSetky PC v LAN zaskrtnite ,,Apply on all devices”. V opa¢nom
pripade do kolonky ,,Specified Device* kliknite na $ipku (Popup) a podla mena PC alebo podl'a MAC
adresy vyberte po¢ita¢, na ktory sa ma pravidlo vztahovat’. Do kolonky ,,Device Description® mozete dat’
pocitaGu prezyvku (napr. Michalov PC). V kolonke ,,Template“ vyberte Vami vytvoreny Tamplate
a kliknite na ,,Apply*.

Ak chcete vidiet’ kol'kokrat sa PC snazil pripojit’ na Vami zakazanu IP alebo vo Vami zakazanej dobe,
kliknite na ,,Statistics*.

Po kliknuti na moznost’ ,,Overview* sa zobrazi zoznam zariadeni pre ktoré bol nastaveny parental control
a ku kazdému vybrany Template.

3.3.4 Guest Wi-Fi

Guest wifi je bezdrotovy pristup do LAN zariadenia pre neautentifikovanych uzivatel'ov, akymi sU
napriklad hostia. Takyto uzivatelia po zadani hesla budi mat’ pristup na internet, avSak s obmedzeniami
vyplyvajucimi podla Vasho nastavenia. Napriklad nebuda mat’ pristup k zmene nastaveni zariadenia, alebo
K inym uzivatel'om.

V hlavnom hornom menu kliknite na zalozku WLAN. Po nacitani strdnky sa nam v avom menu
zobrazia moznosti, z ktorych vyberieme ,,Guest Wi-Fi“. Po zaskrtnuti Checkboxu ,,Enable Guest
WiFi Network* sa zobrazia nove kolonky. Do kolonky s nazvom ,,Guest access Password* zadajte
heslo, ktorym chcete, aby sa hostia autentikfikovali pri pripojeni na Guest Wi-Fi. Dobu pripojenia
mozeme obmedzit’ v “Activation time limit”, kde moZeme vybrat’ 'ubovol'ny Cas v rozsahu 24 az
168 hodin.
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Logout

HUAWEI Status WAN LAN IPvG Security Forward Rules Network Application System Tools

240G Basic Network Settings WLAN > Guest Wi-Fi
2.4G Advanced Network Settings

5G Basic Network Settings

5G Advanced Network Settings

Automatic Wi-Fi Shutdown

¥ Enable Guest Wi-Fi Network

On this page, you can set basic parameters of a guest network.

WLFi Coverage Mana o Guest access SSID: Guest<4SM7Q
Guest Wi-Fi Guest access password:  (sesees Display characters
Activation time limit: 24 Hours, range 24-168

Enable Connectivity among Wi-Fi clients in Guest SSID

Host IP Address

Host Subnet Mask

Start IP address:

End IP address:

Lease Time

192.168.2.1

255.255.255.0

19216822

192.168.2 254

1 hours

¥ =

Apply  Cancel

Obréazok 29Nastavenie Guest Wi-Fi

4 v

zobrazia moznosti, z ktorych vyberieme ,,Automatic WiFi Shutdown®. Checkbox ,,Enable
automatic WiFi shutdown* musi byt" zaSkrtnuty. V kolonke ,,Start“ zadame hodinu a mindtu,
Vv ktorej sa ma WiFi vypnut’ a v kolonke ,,End* zase hodinu a mindtu, kedy sa WiFi znovu zapne.
Napravo od ¢asu si vyberieme dni, v ktorych ma prislusné pravidlo platit’ a potvrdime tla¢idlom

HAPPly*.

&L  HG8245W5

HUAWEI Status WAN LAN IPvG Security Forward Rules Network Application System Tools

WLAN = Automatic Wi-Fi Shutdown

2.4G Basic Network Settings

2.4G Advanced Network Settings

5G Basic Network Settings On this page, you can enable automatic Wi-Fi shutdown in a specified period as required.

5G Advanced Network Settings

Automatic Wi-Fi Shutdown Automatic Shutdown Configuration

v pp——
Wi-Fi Coverage Mana ent Enable automatic Wi-Fi shutdown

Guest Wi-Fi Start End Mon Tues Wed Thur Fri Sat Sun
122 |00 6 |:|00 v v ' r v
2|00 |:|00 5 |:|00
3
4
Apply | Cancel

Obréazok 30 Nastavenie automatic Wi-Fi shutdown
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3.3.6 Firewall

Defaultne nastavena uroven firewall-u je User-defined. Pokial’ chcete jeho uroven zmenit, v
hlavnom hornom menu kliknite na zélozku Security. Po nacitani stranky sa ndm v l'avom menu
zobrazia moznosti s ktorych vyberieme ,,Firewall Level Configuration®. V casti Firewall Level si
modzeme z liSty vybrat’ niekolko trovni firewallu. Vyber je treba potvrdit’ tlacidlom Apply..
V niz8ie uvedenych tabulkach st uvedené vsetky stupne firewall-u ak nim spristupnené
protokoly, pri¢om krizik znamena, Ze

protokol pri danej arovni firewall-u nie je povoleny.

HG8245W5

Status WAN LAN IPv6 WLAN Forward Rules Network Application System Tools

Logout

e

HUAWEI

Firewall Level Configuration Security = Firewall Level Configuration

IP Filter Configuration

MAC Filter Configuration On this page, you can configure the firewall level

WLAN MAC Filter Configuration

URL Filter Configuration Current Firewall Level: User-defined
Parental Control Configuration Firewall Level: User-defined v
DoS Configuration Apply

Device Access Control

'WAN Access Control Configuration

Obréazok 31 Nastavenie Urovni firewallu

Firewall WAN->ONT
level Stateful PING ACS HTTP FTP Telnet Other
Firewall
High v X v X X X X
Medium X
v v X b 4 b 4 b 4
Low 4
v X v X X X
User-
define v X v X X X X
Disable v v v X v
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Firewall LAN->ONT
level HTTP Telnet&PING FTP DNS&DHCP Other
High v b 4 b 4 v b 4
Medium (4 v b 4 (4 b 4
Low v v b 4 v b 4
dgfsiired v v X v v
Disable 4 v 4 v v
Firewall level LAN->WAN
FTP&HTTP(S)&DNS Other
High v X
Medium v v
Low v v
User-define v v
Disable v v

V hlavnom hornom menu kliknite na zalozku System Tools. Po nacitani strAnky sa nam v 'avom
menu zobrazia moznosti s ktorych vyberieme ,,Reboot”. Po kliknuti na tlacidlo Restart sa
zariadenie reStartuje.

\\jp, HG8245W5
<

HUAWEI Status WAN LAN IPvé WLAN Security Forward Rules Network Application
Restart System Tools = Restart

Configuration File

Restore Default Configuration On this page, you can restart the device.
Maintenance

User Log Restart

Firewall Log

ONT Authentication

Advanced Power Management

Modify Login Password

Indicator Status Management

Open Source Software Notice

Obrazok 32 Stranka na restart zariadenia
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3.3.8 Obnovenie tovarenskych nastaveni

V hlavnhom hornom menu kliknite na zalozku System Tools. Po nacitani stranky sa nam v 'avom
menu zobrazia moznosti s ktorych vyberieme ,,Restore Default Configuration®. Po kliknuti na
tlacidlo Default sa na zariadeni obnovia tovarenské nastavenia.

&,  HGs245W5
HUAWEI Status WAN LAN IPv6 WLAN Security Forward Rules Network Application

Restart System Tools = Restore Default Configuration

Configuration File

Restore Default Configuration On this page, you can restore the default setfings.
Maintenance

User Log Default

Firewall Log

ONT Authentication

Advanced Power Management

Modify Login Password

Indicator Status Management

Open Source Software Notice

Obrazok 33 Stranka na uvedenie zariadenia do tovarenskych nastaveni

3.3.9 Zmena prihlasovacieho hesla

V hlavnom hornom menu kliknite na zalozku ,,System Tools®. Po naditani stranky sa nam v l'avom
menu zobrazia moznosti s ktorych vyberieme ,,Modify Login Password”. Na stranke v Casti
,,Change Password® nastavime nové heslo.

&g,  HG8245wW5

HUAWEI Status WAN LAN IPv6 WLAN Security Forward Rules Network Application RN ES
Configuration File
Restore Default Configuration On this page, you can change the password of the current login user to ensure security and make it easy to remember.
User Name: root 1. The password must contain at least 6 characters.
) 2. The password must contain at least two of the following combinations:
Firewall Log Old Password: digits, uppercase letters, lowercase letters
X and special characters. Special characters can be the following: " ~ 1 @ #
ONT Authentication e St B%A&T()-_=+\|[{}];""=, =12
_ Confirm Password: 3. The password cannot be any user name or user name in reverse order.

Advanced Power Management

Modify Login Password Apply | Cancel
Indicator Status Management
Open Source Software Notice

Obrazok 34 Stranka na zmenu prihlasovacieho hesla
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New Password — nové heslo
Confirm Password — potvrdenie hesla
Nové heslo musi mat’ minimalne 6 znakov, musi obsahovat’ minimalne dve

1. Znasledujucich: Cislo
2. velké pismeno, malé pismeno

3. Specidlny znak: " ~!@#$% " &*()-_=+\|[{}];:'"<,.>/?

3.3.10 Firewall zaznamy

FireWall zaznam sa rovnako ako systéemovy zéznam nachddza v menu System Tools.
Zaznamenava sa 100 vypisov, ktoré sa radia systtmom FIFO. V jednoduchosti sa da tvrdit’, ze sa
uklada 100 najaktualnejSich vypisov. Pri zvySenom zat'azeni zariadenia moze zachytavanie
vypisov Firewall zaznamu znizovat’ rychlost’ posielania dat.

Je mozné sucasne aplikovat’ Styri smery Firewall-u: From Internet to LAN, From Internet to local,
From LAN to Internet a From LAN to local. Pri kazdom smere je na vyber uplatnit’ tzv. Log Rule
Action, ¢i sa jedna o povoleny (Accept) alebo zamietnuty (Reject) typ akcie samotnym Firewall-
om zariadenia. Z toho vyplyva, ze maximalny pocet kombinacii smerov a typov akcie Firewall
zdznamov je limitovany na 8. Pri vytvdrani védcSieho poctu je uZzivatel touto skutocnostou
obozndmeny vyskocenim prislusného okna.

Pri systémovych hlaseniach sa zaznamenavaju vSetky druhy hlasenia a je na uzivatel'ovi, aky druh
hlasenia chce zobrazit', pripadne uloZit’ si do pocitaca. Pri Firewall Log-och vsak treba vytvorit’
prisluSny druh zdznamu, ktory sa bude nasledne zaznamenavat. Je moZné sucasne aplikovat’
vsetkych spominanych 8 druhov.
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HUAWEI Status WAN LAN IPv6E WLAN Security Forward Rules Network Application REEizoREGl E
Configuration File
Restore Default Configuration On this page, you can configure, download, and query a firewall log.

Enable Firewall Log L (If enabled, device forwarding performance will be deteriorated.)
Firewall Log New Delete
ONT Authentication Log Rule Status Log Access Direction Log Rule Action
Advanced Power Management L Enabled From Internet to LAN Accept
Modify Login Password Enable Log Rule: ]
Indicator Status Management Log Access Direction: From Internet to LAN v [
Open Source Software Notice Log Rule Action: Accept v [
Apply  Cancel

Download and View Logs

Download Log File

ManufacturerHuawei Technologies Co., Lid;
ProductClass:HG8245W5,

SerialNumber - 4857544341F3ACOF;
IP:10.34.0.17T;

HWVer HWTCA163DA;
SWVerHWTCAS1210110;

Obréazok 35: Volba smerov a typ akcie Firewall zaznamu

Pri zobrazenom Firewall zazname v GUI zariadenia sa nezobrazuji Udaje v redlnom case. Pre
zobrazenie aktualne doposial’ zachyteného zdznamu je nutné opédtovne nacitat’ stranku pre Firewall
zaznam. Pri stiahnuti do pocitaca sa vzdy ulozi najaktualnej$i zaznam nehladiac na zobrazovanu
skuto¢nost’ v GUI zariadenia.
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